Homework 5: User Management

Task 4. Assigning User Mappings to Fixed Database Roles

A. Assigning a user to a database role

B. Verifying the results

5) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.
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The reason it fails is because we added this user to the ‘db_denydatareader’ role which restricts the
ability to use modifications commands such as INSERT, UPDATE, or DELETE.

10) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.
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This one also fails. The user was not given permissions to make select statements explicitly.

Task 5. Creating a Custom Database Role
A. Creating a custom database role
B. Verifying results

4) Does it work? Show the result in a screenshot. Describe your observation and explain why it works.
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It works because we explicitly gave this user select only permissions with our new role

5) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.
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It fails because the user does not have permissions to use the insert command.
Task 6. Creating an Application Role

A. Creating an Application Role

B. Verifying Results

2) Does it fail? Show the result in a screenshot. Describe your observation and explain why it fails.
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It fails because the application roles hasn’t been enabled for this session. You have to do that first.

4) Does it work? Show the result in a screenshot. You have to click on Results to view the results.
Describe your observation and explain why it works.
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It works now because we enabled the application role for the session.
Task 7. Assigning Permissions

9) Does it work? Show the result in a screenshot. Describe your observation and explain why it works.
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It works because we added the permission for this user to select from this table.

13) Run the previous query. Show the result in a screenshot. Describe your observation and explain why
it fails.
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It doesn’t work because we removed the select permission for this table for this user.

15) Run the previous query. Show the result in a screenshot. Describe your observation and explain why
it works.



Object Explorer

Connect~ ¥ ¥ &

&3 ranjitd

&4 shud
[% &3 stephen0
g syed0
2 sys
&9 teted
&3 tavi0
&3 TestUser-A
&3 TestUser-C
&3 TestUser-B
Roles
Schemas
Asymmetric Keys
Certificates
Symmetric Keys
Always Encrypted Keys
Database Audit Specifications
H Security Policies
@ DWCenfiguration
@ DWDiagnostics
@ DWQueue
@ Newhouse
@ Oldhouse
@ ReportServer
@ ReportServerTermpDB
| @ WideWorldimporters
Security
Server Objects
Replication

T T

SOLQuery8.sql - WL...3 (TestUser-A (60))* & X
Huse AdventureWorks2@16CTP3
SELECT * FROM person.address

=
100% -

FH Results | 6 Spatial results I 2l M

AddressID  AddressLinel Addressline2  Ciy StateProvincelD  PostalCode  Spatiallocation -

1 1570 Napa Ct NULL Bothell 79 58011 (<E6100000010CAESBFC28BCE4

2 2 5833 Mt. Dias Blv. NULL Bothell 79 58011 (xE6100000010CDEFABS1AERDT

1 3 7484 Roundtree Drive  MULL Bothell 79 58011 =E6100000010C18E304C4ADEN

4 4 5539 Glenside Dr NULL Bothell 79 58011 (xE6100000010C813A0D5FSFDE

5 5 1226 Shoe St. NULL Bothell 79 58011 (xE6100000010C61CE4D8ABBDE

6 13 1399 Firestone Drive NULL Bothell 79 58011 (<E6100000010CEDB4ES0458DA

7 7 5672 Hale Dr. NULL Bothell 79 58011 (xE6100000010C18E304C4ADEY

8 8 6387 Scenic Avenue  MULL Bothell 79 58011 (xE6100000010C0029A5D93BDF

9 9 8713 Yosemite Ct. NULL Bothell 79 58011 (xE6100000010CEABDADTA2DDC

0 0 250 Race Court NULL Bothell 79 58011 (xE6100000010C219064AE1FES =

4

0 Query executed suc... | WIN-AVPBPOATULM (13.0 5P1) | TestUser-A (60) | AdventureWorks2016CTP3 | 00:00:00 | 19614 rows

It works because the db_datareader grants select statement permissions for the user

19) Run the previous query. Show the result in a screenshot. Describe your observation and explain why

it fails.
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It fails because we explicitly denied select permissions for this user on this table.





